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Short Questions (5 marks each)
1.
2.
3.
4.
5.
6.

7.

8.

Explain briefly what the dirty COW vulnerability is. (5pt)
Explain what the YAMA LSM is. (5pt)
Explain briefly how Linux and Windows access control differ. (5pt)
Discuss the pros and cons of anomaly-based versus signature-based intrusion
detection. (5pt)
In the context of malloc size (as its parameter), how will you check if the size calculation may
contain integer overflow? (5pt)
In the article by Shacham “The Geometry of Innocent Flesh on the Bone: Return-into-libc
without Function Calls”, in the section 1.2.5 Wait, What about Zero Byte, what problem do
you see when the address of a particular gadget contains \00? (5pt)
Answer the following questions on Fuzzing:
a. Why fuzzing is more challenging for networked/server type applications? (2pt)
b. What was the main advantage of using taint flow analysis on fuzzing as described in
VUzzer paper? (3pt)
Consider the code given below. There is a bug that allows standard stack smashing type
exploit. Explain the bug and how is can result in stack smashing? (5pt) [Assume x86-32 bit
code and that variables are creating in memory in the same order as that of their
declaration in the source code (i.e. early declaration means near to the EBP) and there is
no padding inserted by the compiler for alignment purposes, i.e. variables are adjacent to
each other with no extra padding.
int main(int argc, char *argv[]){
unsigned short s;
int i;
char buf[800];
if(argc < 3){
return -1;
}
i = atoi(argv[1]);
s = i;
if(s >= 800){
printf("Too long argument!\n");
return -1;
}
printf("s = %d\n", s);
memcpy(buf, argv[2], i);
printf("%s\n", buf);
return 0;
}
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Long Questions (15 marks each)
1. Describe in detail how you would implement a kernel rootkit. (15pt)
2. Discuss potential mechanism(s) to detect kernel rootkits or to prevent them from taking
hold in a system. (15pt)
3. Answer the following question on defence:
a. Why does C++ code impose more challenges for a fine-grained CFI when compared
to C code? (4pt)
b. Why does backward CFI is challenging to implement? (7pt)
c. What is ASLR and how does it help in mitigating certain attacks? (4pt)
4. Answer the following questions on program Analyses:
a. What are shortcomings of static analysis that a dynamic analysis can address? (5pt)
b. How can you implement static dataflow analysis to detect uninitialized access to
variables/memory? (10pt)

This is the end of the exam.
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